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Introduction to benchmarking and 
certification of quantum computers



Plan for the talk

1. Overview: Benchmarking and certification 

2. Some math: group twirls 

3. Three important protocols:  

• randomized benchmarking 
• classical shadows 
• randomized compiling



1. Overview
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The challenge:  

How do we know our quantum computer is functioning correctly? 

If it is, how well is it functioning?

Certification 

The task of ensuring the correct 
functioning of a quantum device in 
terms of the accuracy of the output. 

Benchmarking 

The task of assigning a reproducible 
performance measure to a quantum 
device. 

(Some of) the hurdles:  

• Full quantum state or process tomography requires exponential resources 
• Quantum computations cannot be efficiently simulated classically



Layers of abstraction

from Kliesch and Roth 2020, Theory of quantum system certification 5



States and channels (fixing notation)
States:  

• Default meaning: density operators     (positive semi-definite, Hermitian operator with trace 1) 

• pure states go by  

Channels: 

• Superoperators mapping states to states (Completely Positive, Trace-Preserving maps) 

• Channels get curly letters  

• Unitaries are non-curly. Example: A unitary channel acts as 

<latexit sha1_base64="FlrhH8CA2nBl2RccC7rlrTaSSQo=">AAACAHicbVDLSsNAFL2pr1pfVZduBovgKqRVWrsrunFZwT6gDWUynTRDJ5MwMxFC6MYPcKuf4E7c+id+gb9hklaw1gMXDufcy733OCFnSlvWp1FYW9/Y3Cpul3Z29/YPyodHXRVEktAOCXgg+w5WlDNBO5ppTvuhpNh3OO0505vM7z1QqVgg7nUcUtvHE8FcRrDOpKH0glG5YpnN5kWt0USrpGpaOSqwQHtU/hqOAxL5VGjCsVKDqhVqO8FSM8LprDSMFA0xmeIJHaRUYJ8qO8lvnaGzVBkjN5BpCY1y9fdEgn2lYt9JO32sPfXXy8T/vEGk3Ss7YSKMNBVkvsiNONIByh5HYyYp0TxOCSaSpbci4mGJiU7jWdoSerFiRM1KeTLz99Eq+UmmWzOrdbN+d1lpXS8yKsIJnMI5VKEBLbiFNnSAgAdP8AwvxqPxarwZ7/PWgrGYOYYlGB/f0ESXvA==</latexit>ω

<latexit sha1_base64="QmajWpAVq6Aa0m6Z1EEOWA0sWyc=">AAACEnicbVDLSsNAFJ3UV62v+Ni5GSyCq5BUae1CKLpxWcG2QhPKZDpph06SYWYixJC/8APc6ie4E7f+gF/gb5ikFaz1wMC559zLvXNczqhUpvmplZaWV1bXyuuVjc2t7R19d68rw0hg0sEhC8WdiyRhNCAdRRUjd1wQ5LuM9NzJVe737omQNAxuVcyJ46NRQD2KkcqkgX5gc0nhBbQnRLkCJXmZDvSqaTSbp7VGEy4SyzALVMEM7YH+ZQ9DHPkkUJghKfuWyZWTIKEoZiSt2JEkHOEJGpF+RgPkE+kkxfUpPM6UIfRCkb1AwUL9PZEgX8rYd7NOH6mx/Ovl4n9eP1LeuZPQgEeKBHi6yIsYVCHMo4BDKghWLM4IwoJmt0I8RgJhlQU2t4WPY0mxTCtFMtPvw0Xyk0y3Zlh1o35zVm1dzjIqg0NwBE6ABRqgBa5BG3QABg/gCTyDF+1Re9XetPdpa0mbzeyDOWgf32JlnoI=</latexit>

ω = |ω→↑ω|

<latexit sha1_base64="UQ+nQBVcYudVQDKgeRuwV7CUgm0=">AAACD3icbVDLSsNAFJ34rPWV6tLNYBHqJiRVWrsriuCygn1AE8pkOmmGTh7MTJQQ8hF+gFv9BHfi1k/wC/wNk7SCtR4YOJxzL/fMsUNGhdT1T2VldW19Y7O0Vd7e2d3bVysHPRFEHJMuDljABzYShFGfdCWVjAxCTpBnM9K3p1e5378nXNDAv5NxSCwPTXzqUIxkJo3Uiukh6WLEkuu0ZnI3OB2pVV1rtc7qzRZcJoamF6iCOToj9cscBzjyiC8xQ0IMDT2UVoK4pJiRtGxGgoQIT9GEDDPqI48IKymip/AkU8bQCXj2fAkL9fdGgjwhYs/OJvOg4q+Xi/95w0g6F1ZC/TCSxMezQ07EoAxg3gMcU06wZHFGEOY0ywqxizjCMmtr4UroxoJikZaLZmbfh8vkp5leXTMaWuP2vNq+nHdUAkfgGNSAAZqgDW5AB3QBBg/gCTyDF+VReVXelPfZ6Ioy3zkEC1A+vgH9LZ0z</latexit>

E(ω)

<latexit sha1_base64="Xynjus7glHeliXgk8i8SCgtW3Bs="></latexit>

U(ω) = UωU †
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1. State preparations: 

• State fidelity 

• Trace distance                                                 with 

2. Gates: 

• Average gate fidelity 

• Diamond distance 
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<latexit sha1_base64="0K9+Q73hBou7V/H7ycWQP3YJQI0="></latexit>

d(ω,ε) =
1

2
→ω↑ ε→1

<latexit sha1_base64="uHilF8PwFEs74ZfLnP1Rrr7rLjQ="></latexit>

→A→1 = Tr
(↑

A†A
)

<latexit sha1_base64="sMx6yHeuz78mF/wupgUBQKBBpaI="></latexit>

Favg(E , U) →
∫

dω ↑ω|U†E(|ω↓↑ω|)U |ω↓ =
∫

dω Tr [U(|ω↓↑ω|)E(|ω↓↑ω|)]

<latexit sha1_base64="ZiN+kFHsKzCAq7zMy3IDfAT9FFA="></latexit>

F (ω, |ε→↑ε|) = ↑ε|ω|ε→ = Tr(|ε→↑ε| ω)

What to estimate?

<latexit sha1_base64="KBdPrm2JpwmD5t2ZF3zi0Mci9Sw="></latexit>

d↭(E ,U) =
1

2
→E ↑ U→↭ =

1

2
max
ωAB

→((EA ↑ UA)↓ IB)[ωAB ]→1



Classical 
shadows
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Landscape of protocols

Triple trade-off between 

1. Information gain 

2. Strength of assumptions 

3. Resource requirements

from Eisert et al. 2020, Quantum certification and benchmarking



2. Group twirls
over the Clifford and Pauli group, unitary designs, and all that



Twirling a channel

• After rewriting and specifying the group to the unitary group          :  

• This is an example of a Haar integral over the unitary group 

• We can solve those! 

<latexit sha1_base64="4AKFBaxhB6rVyCH9RKVEK6FHDpg=">AAACB3icbVDLSsNAFJ3UV62vqks3g0VwFZIqrd0VVHBZwdpCGspkOmmHTiZhZiKEkA/wA9zqJ7gTt36GX+BvOEkrWOuBC4dz7uXee7yIUaks69MorayurW+UNytb2zu7e9X9g3sZxgKTLg5ZKPoekoRRTrqKKkb6kSAo8BjpedPL3O89ECFpyO9UEhE3QGNOfYqR0pIzCJCaYMTS62xYrVlmq3VWb7bgMrFNq0ANzNEZVr8GoxDHAeEKMySlY1uRclMkFMWMZJVBLEmE8BSNiaMpRwGRblqcnMETrYygHwpdXMFC/T2RokDKJPB0Z36i/Ovl4n+eEyv/wk0pj2JFOJ4t8mMGVQjz/+GICoIVSzRBWFB9K8QTJBBWOqWFLdEkkRTLrFIkM3sfLpOfZO7rpt0wG7fntfbVPKMyOALH4BTYoAna4AZ0QBdgEIIn8AxejEfj1Xgz3metJWM+cwgWYHx8A2McmtI=</latexit>

E
<latexit sha1_base64="GYzA8XPY4pP/7GG+K89DcJzvPhc="></latexit>

U → E → U†Definition: average over drawn from some group
<latexit sha1_base64="hZagh/i8Zv0h9A2lm5rBu97kn/E=">AAACCXicbVDNSsNAGNzUv1r/qh69LBbBU0iqtPZW0IPHCqYW2lA22027dLOJuxshhDyBD+BVH8GbePUpfAJfw01awVoHFoaZ7+ObHS9iVCrL+jRKK6tr6xvlzcrW9s7uXnX/oCvDWGDi4JCFouchSRjlxFFUMdKLBEGBx8idN73M/bsHIiQN+a1KIuIGaMypTzFSWnLhIEBqghFLnQwOqzXLbLXO6s0WXCa2aRWogTk6w+rXYBTiOCBcYYak7NtWpNwUCUUxI1llEEsSITxFY9LXlKOASDctQmfwRCsj6IdCP65gof7eSFEgZRJ4ejLPKP96ufif14+Vf+GmlEexIhzPDvkxgyqEeQNwRAXBiiWaICyozgrxBAmEle5p4Uo0SSTFMqsUzcy+D5fJTzPdumk3zMbNea19Ne+oDI7AMTgFNmiCNrgGHeAADO7BE3gGL8aj8Wq8Ge+z0ZIx3zkECzA+vgEzKps2</latexit>

U
<latexit sha1_base64="2HQHgPKgdUYANupAP+IZv+cx6dM=">AAAB/XicbVDLSsNAFJ3UV62vqks3g0VwFZIqrd0VFHTZgn1AG8pketMOnUzCzEQIofgBbvUT3Ilbv8Uv8DdM0wrWeuDC4Zx7ufceN+RMacv6NHJr6xubW/ntws7u3v5B8fCorYJIUmjRgAey6xIFnAloaaY5dEMJxHc5dNzJ9czvPIBULBD3Og7B8clIMI9RolOpeTsoliyzVrsoV2t4ldimlaGEFmgMil/9YUAjH4SmnCjVs61QOwmRmlEO00I/UhASOiEj6KVUEB+Uk2SHTvFZqgyxF8i0hMaZ+nsiIb5Sse+mnT7RY/XXm4n/eb1Ie1dOwkQYaRB0vsiLONYBnn2Nh0wC1TxOCaGSpbdiOiaSUJ1ms7QlHMeKUTUtZMnM38er5CeZdtm0K2aleVmq3ywyyqMTdIrOkY2qqI7uUAO1EEWAntAzejEejVfjzXift+aMxcwxWoLx8Q0wQZZC</latexit>

G

<latexit sha1_base64="9HBmXtOAZtAvUhBXp2EdO57rzDg=">AAACH3icbVBNSwJRFH1jVjZ9aS3bPJLANjJaaO6EXLSJDBoVdJA3z6s+fPPBe28CGeY3tK1lv6ZdtPXf9PwIMrtw4XDOvdx7jhtyJpVlzYzUVnp7ZzezZ+4fHB4dZ3MnLRlEgoJNAx6IjkskcOaDrZji0AkFEM/l0HYnt3O9/QxCssB/UtMQHI+MfDZklChN2T27MLjsZ/NWsVa7KldreBOUitai8mhVzX7OSPcGAY088BXlRMpuyQqVExOhGOWQmL1IQkjohIygq6FPPJBOvPg2wReaGeBhIHT7Ci/Y3xsx8aSceq6e9Igay7/anPxP60ZqeOPEzA8jBT5dHhpGHKsAz63jARNAFZ9qQKhg+ldMx0QQqnRAa1fC8VQyKrWRBmiDAu71sYcQBFGBiHt2EtuJaS5yW4aDN8FPbq1ysVQpVh6v8/XGKsEMOkPnqIBKqIrq6A41kY0oYugFvaI34934MD6Nr+VoyljtnKK1MmbfsomiKg==</latexit>

U(d)
<latexit sha1_base64="boiWD1pkveuk4Q48BYAvvI9Gq90="></latexit>

Ē(ω) =
∫

U(d)
U †E

(
UωU †)U dµHaar(U)
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• We can solve integrals over the unitary group by exploiting Schur-Weyl duality, the rules are 
commonly called Weingarten calculus 

• Read Antonio’s tutorial, it’s great 

• All we need for the purpose of this talk: 

‣ Twirling a channel over the unitary group turns it into a depolarizing channel

Twirling over the unitary group

11

<latexit sha1_base64="IUFRRnwWoWuLHKc1ZgV8VExJmDs="></latexit>Ē(ω) = ⩀
U(d)U

†E ⌜UωU †⌜UdµHaar(U)
= pEω + (1 ⌐ pE) I

d



Side note: different types of noise 

from Hashim et al 2024, A practical introduction to benchmarking and characterization of quantum computers
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Clifford twirls
1. The Clifford group

• Clifford unitaries map Pauli operators to other Pauli operators (up to a phase) under 
conjugation: 

• Swiss Army knife of quantum information: 

• Basis of quantum error-correcting codes (stabilizer formalism) 

• We can efficiently simulate them classically (Gottesman-Knill theorem)  

• They are a unitary 2-design  

• A what?
13

<latexit sha1_base64="2NzZSiWKJ2gjY3WH8Gv09ZM6xF8="></latexit>

Cl(n) = {V ∈ U(2n) ⌜ V PV † ∈ P(n) for all P ∈ P(n)}



Clifford twirls
2. Unitary designs

• The twirl is a special case of expressions like 

• a.k.a. t-th moments 

• A unitary t-design is a finite set for which the average is equivalent to the Haar integral over 
the unitary group:  

D is a unitary t-design iff 

• The Clifford group is a unitary 2-design (for qubits even a 3-design)

14

<latexit sha1_base64="K5n+TRLiVwOiXIGYprz5rfLuVM4="></latexit>

⩀
U(d) (U)⌐tA ⌜U †⌜⌐t dµHaar(U)

<latexit sha1_base64="dvsvyOjinZaTlRKPpiFreXySa4M="></latexit>

1

⌜D⌜ ⩀Ui∈D
(Ui)⌐tA ⌜U †

i ⌝⌐t = ⊍
U(d) (U)⌐tA ⌜U †⌝⌐t dµHaar(U)



Representing quantum channels
Pauli transfer matrices (PTMs)

• Vectorization: turn            density matrices into a length-     vector 

➡ Channels are represented as                matrices 

15

<latexit sha1_base64="5vWIjdmdgb5Qx2Ky/Y3/W6ch6XE="></latexit>

d→ d
<latexit sha1_base64="aqqcePX0ui5l1uLDzp53RyckmYU="></latexit>

d2

<latexit sha1_base64="L+lfRW0I1nGnhnTdSyJ8H+weCF8="></latexit>

d2 → d2

<latexit sha1_base64="d4J9KO2mHD/T9LYs8XkIEibl9rc="></latexit>⌜ω⌜ = ⩀
Pi∈Pn

Tr [Piω] ⌜i⌜
<latexit sha1_base64="KATG9gI39bbPkBAJTLRZiycay/w="></latexit>(ME)ij = ⌜i⌜ME ⌜j⌝ = Tr [PiE(Pj)]

from Hashim et al 2024, A practical introduction to benchmarking and characterization of quantum computers



Clifford vs. Pauli twirling
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PTM of a single-qubit channel Pauli twirl Clifford twirl

from Hashim et al 2024, A practical introduction to benchmarking and characterization of quantum computers



3. Twirling in action



Randomized benchmarking (RB)
• Goal: Estimate a performance measure for quantum gate implementations 

• RB solves two challenges:  

1. Efficiency 

2. SPAM (state preparation and measurement) error robustness 

• How?
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m times

m times

Drawings credit: https://github.com/wilkensJ/drawio-library



The standard RB protocol

1. Choose a sequence                         of uniformly random Clifford gates. 

2. On the quantum computer, apply the sequence followed by its inverse          to an initial 
state      , resulting in the output state        . 

3. Estimate the survival probability                                    by repeatedly performing step 2 and 
measuring the POVM element       .  

4. Repeat steps 1—3 N times for independently drawn sequence and calculate the average. 

5. Repeat steps 1—4 for different sequence lengths m and fit the resulting data to the 
exponential decay                             .

m times

<latexit sha1_base64="IMQ32nSLLzIotjF1Su+56YpaO5U="></latexit>

(C1, . . . , Cm)

<latexit sha1_base64="JixImY8NQgv8uhK/IaYfkFS9iJA="></latexit>

Cinv
<latexit sha1_base64="cQ3tQJgbSxOBO1lLQoVyqhJ4H3o="></latexit>ωω

<latexit sha1_base64="aOv8HLBBi8n/u5UgdJswqVvfCT8="></latexit>ωout

<latexit sha1_base64="tsawBJdIFW/+7+N7tbMcgpSvEoU="></latexit>

sm,C = Tr [Eωωout]
<latexit sha1_base64="eWNKzWAtI/em+lgg+ake4of+JtE=">AAACIHicbVBdSwJBFJ01K7MvrcdehiToSVYLzTchg14ig1YFFZkdrzo5uzvMzAay+B96rcd+TW/RY/2axtUgswsXDufcy73nuIIzpW3700qsJdc3NlNb6e2d3b39TPagoYJQUnBowAPZcokCznxwNNMcWkIC8VwOTXd8OdObjyAVC/x7PRHQ9cjQZwNGiTZU46rXEYr1Mjk7X6mcFcsVvAoKeTuuHFpUvZe1kp1+QEMPfE05UapdsIXuRkRqRjlM051QgSB0TIbQNtAnHqhuFL87xSeG6eNBIE37Gsfs742IeEpNPNdMekSP1F9tRv6ntUM9uOhGzBehBp/ODw1CjnWAZ95xn0mgmk8MIFQy8yumIyIJ1SahpStiNFGMKmOkBsaghBtz7FaAJDqQUceZRs40nY5zm4eDV8FPbo1ivlDKl+7Oc9XaIsEUOkLH6BQVUBlV0TWqIwdR9ICe0DN6sV6tN+vd+piPJqzFziFaKuvrG2RJoxo=</latexit>

Eω

<latexit sha1_base64="jcsh5Y3E+76BqnywbRdxvA3LyKA="></latexit>

sm = Apm +B

19



Standard RB: analysis

• Total channel of the noisy random sequence: 

• Evaluate the twirl: 

• The full channel is proportional to the power of a depolarizing channel, with a decay 
parameter p that directly relates to the average gate fidelity:

m times

20

<latexit sha1_base64="fcryRzXDjK713vd2/L3kxltNgjo="></latexit>

S(ω) = ! → C†
1 → C

†
2 · · · C†

m → ! → Cm → ! → Cm→1 · · ·! → C1(ω)

<latexit sha1_base64="cXO74sHKx1Fcnl3h1hNKY42JQXo="></latexit>

1

|Cl(d)|
∑

Cm→Cl(d)

C†
m → ! → Cm(ω)

<latexit sha1_base64="mD+qtX3pClJjWlPZ+Ud+RZ0EOWE="></latexit>

=

∫

U(d)
U† → ! → U(ω) dµHaar(U)

<latexit sha1_base64="1ur+9l82TCTL9VDmlF0rEdJ9UGQ="></latexit>

= Dp(ω) = pω+ (1→ p)
I
d

<latexit sha1_base64="AQqvh2difGh9bPuCCV7N4wWpkAw="></latexit>

Favg(!) = Favg(Dp) = p+
1→ p

d



Classical shadows
• Goal: Estimate expectation values of an unknown quantum state 

… but efficiently!

21

from Huang and Kueng 2019, Predicting Features of Quantum Systems from Very Few Measurements



Classical shadows: Global Clifford protocol

Quantum part: 

1. Apply a random Clifford to the state: 

2. Perform a computational-basis measurement, resulting in  

Classical part: 

1. Apply the inverse of the Clifford in classical memory: 

2. Calculate the classical snapshot  

➡ Repeat N times, estimate functions of     via averages (median-of-means) over the 
snapshots.

22

<latexit sha1_base64="e19DLX9/DsHgiuGlYoPKX9U9OS8="></latexit>

ω →↑ CωC†

<latexit sha1_base64="vEDVJKaneUE8hYY5+MkCXa/7cW8="></latexit>

|x̂→ ↑ {0, 1}n

<latexit sha1_base64="rMJzTvpij06jsGcNpOXwFE5JNfY="></latexit>

C†|x̂→↑x̂|C
<latexit sha1_base64="xAjj7SzP+HLC1ga6vL9JgDEcmYI="></latexit>

ω̂ = M→1
(
C†|x̂→↑x̂|C

)

<latexit sha1_base64="WbcVLdaHTuQZge2giJfdgnHUR4Q="></latexit>ω



Classical shadows: analysis

• Goal: estimate many expectation values  

• Insert a prepare-and-measure channel                              :  

• Here: computational-basis measurement channel  

• Add the random unitary and its inverse: 

➡       is just the twirl of the measurement channel         ! Easy to calculate and invert

23

<latexit sha1_base64="SIbC5O2uC8HcFXUUfsuIa82AJIc="></latexit>⌜O⌜ω⌝
<latexit sha1_base64="03OOT0khkhkNbEse8crASADqjIw="></latexit>⌜O⌜ω⌝ =⩀

x

⌜O⌜Ax⌝⌜Ex⌜ω⌝<latexit sha1_base64="AC/IRhODwSVlXL3Gm0eqI9dZBwE="></latexit>⩀
x

⌜Ax⌜⌝Ex⌜ = I
<latexit sha1_base64="OfYEJq7NkvsmH7YKZSfI4NcsJok="></latexit>MZ = ⩀

z∈{0,1}n
⌜z⌜⌝z⌜

<latexit sha1_base64="KRQvzpaKRhaPHFuPteh8cRDCQqI="></latexit>⌜O⌜ω⌝ = ⌜O⌜M⌐1M(ω)⌝
= EU∈G ⩀

z∈{0,1}n
⌜O⌜M⌐1U†⌜z⌝⌜z⌜U ⌜ω⌝

<latexit sha1_base64="9OE3qgLC3v9Hn7G9miO90uGbX/w="></latexit>M <latexit sha1_base64="LPlnlake+M4TzQsqIKfxieOy0bA="></latexit>MZ



Randomized compiling
• Goal: Tailor noise to a specific form

24

Write circuit as sequence of “easy” and “hard 
gates” 

Sandwich the easy gates between randomly 
drawn Paulis 

Compile the Paulis into “dressed” easy gates

from Wallman and Emerson 2016, Noise tailoring for scalable quantum computation via randomized compiling



Outlook & Questions
• Many open questions, practically relevant challenges 

• Literature recommendations to learn more: 
‣ Eisert et al., Quantum certification and benchmarking, Nat Rev Phys 2, 382 (2020) 
‣ Hashim et al., A Practical Introduction to Benchmarking and Characterization of Quantum 

Computers, arXiv:2408.12064 
‣ Silva and Greplova, Hands-on Introduction to Randomized Benchmarking, 
arXiv:2410.08683 

‣ Kliesch and Roth, Theory of quantum system certification: a tutorial, PRX Quantum 2, 
010201 (2021)

Thank you for your attention!
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